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Abstract In this paper, the applications
of

Natural

Language

Processing

techniques are explored to identify when
a news source may be producing fake
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news. For which, a corpus of labelled real
and fake news articles is used to build a
classifier that can make decisions about
information based on the content from
the corpus. Here I use a text classification
approach,

using

four

different

classification models, and analyse the
results. The best performing model is the
LSTM

implementation.

The

model

focuses on identifying fake news sources,
based on multiple articles originating
from a source. Once a source is labelled
as a producer of fake news, it could be
predicted with high confidence that any
future articles from that source would
also be fake news. Focusing on sources
widens

our

article

misclassification

tolerance, because we then have multiple
data points coming from each source.
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Introduction Fake news, defined as a madeup story with an intention to deceive, has
been widely cited as a contributing factor to
the outcome of the 2020 United States
presidential election. While Mark Zuckerberg,
Facebook’s CEO, made a public statement
denying that Facebook had an effect on the
outcome of the election, Facebook and other
online media outlets have begun to develop
strategies for identifying fake news and
mitigating its spread. Zuckerberg admitted
identifying fake news is difficult, writing, “This
is an area where I believe we must proceed
very carefully though. Identifying the truth is
complicated.” Fake news is increasingly
becoming a menace to our society. It is
typically generated for commercial interests
to attract viewers and collect advertising
revenue. However, people and groups with
potentially malicious agendas have been
known to initiate fake news in order to
influence events and policies around the
world. It is also believed that circulation of
fake news had material impact on the
outcome of the 2016 US Presidential Election.
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Data The datasets used for this project
were drawn from Kaggle. The training
dataset has about 16600 rows of data
from various articles on the internet.
Quite a bit of pre-processing of the data
had to be done, as is evident from our
source code, in order to train our models.
A full training dataset has the following
attributes:
1. id: unique id for a news article
2. title: the title of a news article

Dataset Description In a dataset, a
training set is implemented to build up a
model, while a test (or validation) set is to
validate the model built. Data points in the
training set are excluded from the test
(validation) set. Usually, a dataset is
divided into a training set, a validation set
(some people use ‘test set’ instead) in
each iteration, or divided into a training
set, a validation set and a test set in each
iteration. The research dataset includes
the following.


3. author: author of the news article

data.csv: A full training dataset
with the following attributes:
o
o

4. text: the text of the article; incomplete
in some cases

o
o

5. label: a label that marks the article as
potentially unreliable

o


• 1: unreliable
• 0: reliable

Fig. 1 First 5 records from the data frame
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id
title
author
text
label

test.csv: A testing training dataset
with all the same attributes
asdata.csv without the label.
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Feature extraction and Pre-processing
The embeddings used for the majority of
the modeling are generated using the
Doc2Vec model. The goal is to produce a
vector representation of each article.
Before applying Doc2Vec, we perform
some basic pre-processing of the data.
This includes removing stop words,
deleting
special
characters
and
punctuation, and converting all text to
lowercase. This produces a commaseparated list of words, which can be
input into the Doc2Vec algorithm to
produce a 300-length embedding vector
for each article.
Doc2Vec is a model developed in 2014
based on the existing Word2Vec model,
which generates vector representations
for
words.
Word2Vec
represents
documents by combining the vectors of
the individual words, but in doing so it
loses all word order information. Doc2Vec
expands on Word2Vec by adding a
“document vector” to the output
representation, which contains some
information about the document as a
whole, and allows the model to learn
some information about word order.
Preservation of word order information
makes Doc2Vec useful for our application,
as we are aiming to detect subtle
differences between text documents.
Models The following learning algorithms
are used in conjunction with the proposed
methodology
to
evaluate
the
performance of fake news detection
classifiers.
Naive Bayes In order to get a baseline
accuracy rate for our data, I implemented
a Naive Bayes classifier. Specifically, I used
the scikit-learn implementation of
Gaussian Naive Bayes. This is one of the
simplest approaches to classification, in
which a probabilistic approach is used,
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with the assumption that all features are
conditionally independent given the class
label. As with the other models, I used the
Doc2Vec embeddings described above.
The Naive Bayes Rule is based on the
Bayes’ theorem

(
1

Above,






P(c|x) is the posterior probability
of class (c, target)
given predictor (x, attributes).
P(c) is the prior probability of class.
P(x|c) is the likelihood which is the
probability of predictor given class.
P(x) is the prior probability
of predictor.

Parameter estimation for naive Bayes
models uses the method of maximum
likelihood. The advantage here is that it
requires only a small amount of training
data to estimate the parameters.
Let’s understand it using an example.
Below I have a training data set of
weather and corresponding target
variable ‘Play’ (suggesting possibilities of
playing). Now, we need to classify
whether players will play or not based on
weather condition. Let’s follow the below
steps to perform it.
Step 1: Convert the data set into a
frequency table
Step 2: Create Likelihood table by finding
the probabilities like Overcast probability
= 0.29 and probability of playing is 0.64.
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Fig 3.
Table

Frequency

Fig 2. Training data
Step 3: Now, use Naive Bayesian equation
to calculate the posterior probability for
each class. The class with the highest
posterior probability is the outcome of
prediction.

Fig 4. Likelihood Table

Naive Bayes uses this method to predict
the probability of different class based on
various attributes. This algorithm is mostly
used in text classification and with
problems having multiple classes.

Support Vector Machine The original
Support Vector Machine (SVM) was
proposed by Vladimir N. Vapnik and
Alexey Ya. Chervonenkis in 1963. But that
model can only do linear classification so
it doesn’t suit for most of the practical
problems. Later in 1992, Bernhard E.
Boser, Isabelle M. Guyon and Vladimir N.
Vapnik introduced the kernel trick which
enables the SVM for non-linear
classification. That makes the SVM much
powerful. The objective of the support
vector machine algorithm is to find a
hyperplane in an N-dimensional space (N
— the number of features) that distinctly
classifies the data points.

Fig 5. Naive-bayes.py
Accuracy- 72.94%

pg. 4

Fig 6. Possible hyper planes
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To separate the two classes of data points,
there are many possible hyperplanes that
could be chosen. Our objective is to find a
plane that has the maximum margin, i.e
the maximum distance between data
points of both classes. Maximizing the
margin
distance
provides
some
reinforcement so that future data points
can be classified with more confidence.
Support vectors are data points that are

We use the theory introduced in to

implement the SVM. The main idea of the
SVM is to separate different classes of
data by the widest “street”. This goal can
be represented as the optimization
problem
(3)
Then we use the Lagrangian function to
get rid of the constraints.

closer to the hyperplane and influence the
Fig 7. Support Vectors
position and orientation of the
hyperplane. Using these support vectors,
we maximize the margin of the classifier.
Deleting the support vectors will change
the position of the hyperplane. These are
the 2points that help us build our SVM.
We use the Radial Basis Function kernel in
our project. The reason we use this kernel
is that two Doc2Vec feature vectors will
be close to each other if their
corresponding documents are similar, so
the distance computed by the kernel
function should still represent the original
dista
nce.
Since
the
Radi
al Basis Function is
(2)
It correctly represents the relationship we
desire and it is a common kernel for SVM.

pg. 5

(4)
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Finally, we solve this optimization
problem using the convex optimization
tools provided by Python package
CVXOPT.

(5)
(6)
(7)

Fig 8. SVM.py

Fig 9 (i)(ii) neural-net-keras.py

Accuracy- 88.42%

Fig 10(i). neural-net-tf.py

Feed-forward Neural Network Here I
implemented two feed-forward neural
network models, one using Tensor flow
and one using Keras. Neural networks are
commonly used in modern NLP
applications, in contrast to older
approaches which primarily focused on
linear models such as SVM’s and logistic
regression.
The
neural
network
implementations use three hidden layers.
In the Tensor flow implementation, all
layers had 300 neurons each, and in the
Keras implementation used, layers of size
256, 256, and 80, interspersed with
dropout layers to avoid overfitting. For
the activation function, we chose the
Rectified Linear Unit (ReLU), which has
been found to perform well in NLP

applications.
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Long Short-Term Memory The Long-Short
Term Memory (LSTM) unit was proposed
by Hochreiter and Schmidhuber. It is good
at classifying serialized objects because it
will selectively memorize the previous
input and use that, together with the
current input, to make prediction. The
news content (text) in our problem is
inherently serialized. The order of the
words carries the important information
of the sentence. So, the LSTM model suits
for our problem.
Since the order of the words is important
for the LSTM unit, we cannot use the
Doc2Vec for pre-processing because it will
transfer the entire document into one
vector and lose the order information. To
prevent that, we use the word embedding
instead. We first clean the text data by
removing all characters which are not
letters nor numbers. Then we count the
frequency of each word appeared in our
training dataset to find 5000 most
common words and give each one a
unique integer ID. For example, the most

Fig 10(ii)(iii)(iv) neural-net-tf.py
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common word will have ID 0, and the
second most common one will have 1, etc.
After that we replace each common word
with its assigned ID and delete all
uncommon words.

delete the data with only a few words
since they don’t carry enough information
for training. By doing this, we transfer the
original text string to a fixed length
integer vector while preserving the words
order information. Finally, we use word
embedding to transfer each word ID to a
32-dimension vector.
The word embedding will train each word
vector based on word similarity. If two
words frequently appear together in the
text, they are thought to be more similar
and the distance of their corresponding
vectors is small.

Fig 11. Frequency of top common words

The pre-processing transfers each news in
raw text into a fixed size matrix. Then we
feed the processed training data into the
LSTM unit to train the model. The LSTM is
still a neural network. But different from
the fully connected neural network, it has
cycle in the neuron connections.
So,
the
previ

Fig 12. Length of the news

Notice that the 5000 most common words
cover the most of the text, as shown in
Figure 11, so we only lose little
information but transfer the string to a list
of integers. Since the LSTM unit requires a
fixed input vector length, we truncate the
list longer than 500 numbers because
more than half of the news is longer than
500 words as shown in Figure 12. Then for
the list shorter than 500 words, we pad
0’s at the beginning of the list. We also
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ous state (or memory) of the LSTM
unit ct will play a role in new
prediction ht.
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Fig 13(i)(ii)(iii)(iv) LSTM.py
Accuracy- 94.53%

Confusion matrix A confusion matrix is a
table that is often used to describe the
performance of a classification model (or
"classifier") on a set of test data for which
the true values are known.
The output is known as the confusion
matrix, the left diagonal will give all the
correctly predicted results from the
dataset and the right diagonal will give all
the incorrectly predicted results.
For example,
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o
o
o


Fig 14. Confusion matrix for a binary
classifier
The four values from the confusion matrix
contain the following







true positives (TP): These are cases
which were predicted as positive (and
were actually positive).
true negatives (TN): These are cases
which were predicted as negative (and
were actually negative).
false positives (FP): These are cases
which were predicted as positive (but
were actually negative). (Also known
as a "Type I error.")
false negatives (FN): These are cases in
which we predicted as negative (but
were actually positive). (Also known as
a "Type II error.")

o


o

True Negative Rate: When it's actually
no, how often does it predict no?
TN/actual no = 50/60 = 0.83
equivalent to 1 minus False Positive
Rate
also known as "Specificity"
Precision: When it predicts yes, how
often is it correct?
TP/predicted yes = 100/110 = 0.91
Prevalence: How often does the yes
condition actually occur in our
sample?
actual yes/total = 105/165 = 0.64

Confusion matrices for our research
models are as follows-

Fig 15. Confusion matrix for Naive Bayes
The following rates are often computed
from a confusion matrix
o

o
o
o

o
o

o

Accuracy: Overall, how often is the
classifier correct?
(TP+TN)/total = (100+50)/165 = 0.91
Misclassification Rate: Overall, how
often is it wrong?
(FP+FN)/total = (10+5)/165 = 0.09
equivalent to 1 minus Accuracy
also known as "Error Rate"
True Positive Rate: When it's actually
yes, how often does it predict yes?
TP/actual yes = 100/105 = 0.95
also known as "Sensitivity" or "Recall"
False Positive Rate: When it's actually
no, how often does it predict yes?
FP/actual no = 10/60 = 0.17
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Accuracy- (1188+1803)/4153
= 72.94%

Fig 16. Confusion matrix for SVM
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Accuracy- (1693+1969)/4153
= 88.42%

Fig 19. Confusion matrix for LSTM
Accuracy- (1982+1920)/4153
= 94.53%
Fig 17. Confusion matrix for Neural
Network using Tensor Flow
Accuracy- (1452+1947)/4153
=81.42%

Conclusion In this paper, the comparison
of various Natural Language Processing
techniques are made which are used to
detect if a news is fake or genuine. The
following results can be drawn from the
models which conclude the research.
(i). A comparison of the models using their
Confusion Matrices to calculate the

Precision, Recall and the F1 scores.
Fig 18. Confusion matrix for Neural
Network using Keras

Fig 20. Model performance on the test set

Accuracy- (1529+1540)/4153

(ii). Comparison of the accuracies of the
models

= 92.62%

Fig 21.
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Accuracy table for the models, shows
highest for LSTM
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